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As the number of corporate laptops increases, so does the risk they pose.
Every year, hundreds of thousands of laptops — many containing confi-
dential or sensitive data — are lost or stolen. According to a 2006 survey
released by the Ponemon Institute, 81 percent of companies surveyed
admitted losing at least one laptop containing sensitive information
during the previous 12 months.

With the Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian,
increased workforce mobility no longer means increased risk. Now IT
staff can safeguard the sensitive data on employees’ mobile laptops
anytime, anywhere, even when the laptop is powered off.

From off-hour downloads of patches and updates, to backups and
proactive, real-time response to security loopholes arising through
public Internet access, the Alcatel-Lucent OmniAccess 3500 Nonstop
Laptop Guardian increases productivity, helps enforce 100 percent IT
policy compliance and improves business continuity.

Increase mobility, reduce risk
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Give visibility to the mobile blind spot

The Alcatel-Lucent OmniAccess 3500 Nonstop
Laptop Guardian (NLG) is a secure, always-on 3G
wireless platform that gives enterprise IT managers
24/7 visibility of mobile laptop location and health 
for tracking, troubleshooting and management, even
when laptops are powered off or ofßine.

The Alcatel-Lucent OmniAccess 3500 Nonstop
Laptop Guardian addresses the enterprise IT challenge
referred to as the Òmobile blind spotÓ. When a laptop
is removed from the enterprise, the IT department loses
visibility of it and, as a result, loses its ability to protect
the sensitive data it contains, especially if the laptop is
lost or stolen.

With the Alcatel-Lucent OmniAccess 3500 Nonstop
Laptop Guardian, enterprise IT staff can proactively
safeguard both the laptop and its sensitive data. Mobile
laptops are always visible, always accessible Ñ even if
they are lost or stolen. 

B e n e f i t  f r o m  n e w  a d v a n c e s
i n  m o b i l e  l a p t o p  s e c u r i t y  

• Secure mobile laptop data, access
and management through always-
on 3G communications

• Gain 24/7 visibility and control
through an independent, trusted
and verifiable platform

• Reduce liability of lost or stolen
laptops with remote backup, wipe
and kill capabilities

• Improve business continuity with
real-time responses to virus and
worm threats

• Increase productivity and
compliance through off-hours
patch downloads and backups

ÒWith more than 50 million mobile
workers in the U.S. today, businesses
need solutions that address remote 
and mobile device systems management.
ÒOfferings such as the Alcatel-Lucent
OmniAccess 3500 Nonstop Laptop
Guardian directly focus on addressing
remote and mobile security and
management issues.Ó

SANDRA PALUMBO, PROGRAM MANAGER FOR
ENTERPRISE IT  AND COMMUNICATIONS SERVICES,
YANKEE GROUP
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Enterprise IT challenge

Laptop lost or stolen

Trojan infects laptop

Authentication

Data protection

Backup and restore

VPN usage

100 percent 
patched laptops

Anti-tampering 

Laptop location

Third-party 
integration

Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian solution

Unique location and remote data ÒkillÓ capabilities:
¥ IT has the location of the laptop
¥ IT safely backs up key data on the laptop
¥ IT removes encryption keys and wipes data from the laptop 
¥ IT receives verification that data is protected

Unparalleled network access control. The Alcatel-Lucent OmniAccess 3500 Nonstop
Laptop Guardian:
¥ Detects laptop defenses are turned off
¥ Turns off laptopÕs IP access to quarantine it and verifies encryption
¥ Alerts the enterprise to the condition
¥ Begins repair over the air 

A data card provides the Òignition keyÓ for the laptop:
¥ Used as a second or third means of authentication 
¥ IT can revoke access to the laptop anytime, anywhere
¥ Policy-based, triggered by location or health, for challenge and response 

from the user to log on

Embedded encryption keys:
¥ Protect key data on the laptop
¥ Keys are backed up, erased, rotated or recreated based on policies and threat levels
¥ Keys integrate with third-party HD encryption Ñ for even greater security

Over-the-air backup and restore capabilities:
¥ Saves encrypted data on the laptop card
¥ Automatically backs up and restores all data Ñ even when the laptop 

is powered off

Automatic VPN connection:
¥ With no user action, a VPN connection is established automatically Ñ 

everytime, no matter how the user accesses the network (3G, WiFi, LAN)

All patches are installed on all laptops:
¥ Patches are stored on the laptop card and applied when the laptop boots 

Standalone computing technology:
¥ ÒWatches overÓ applications on the laptop
¥ IT is alerted and action is taken when changes that affect the Alcatel-Lucent 

OmniAccess 3500 Nonstop Laptop Guardian or the laptopÕs security have 
taken place

GPS capability:
¥ Both IT and the end user can access location services, depending on the 

service provider

An open architecture platform:
¥ Simple, open APIs allow third-party applications to become always-on, trusted 

and location aware
¥ Enterprises can continue using their best-of-breed point solutions with all the 

benefits of the Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian

Innovative solutions to enterprise security challenges
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Ever-increasing numbers of remote workers,
breakthroughs in broadband wireless access
technologies and skyrocketing demand for
voice, data and multimedia services Ñ from
any location Ñ have led to todayÕs increas-
ingly complex enterprise service delivery
environments. The challenge of protecting
growing numbers of mobile laptops in the
face of new threats is mounting.

Enterprise IT departments must continue to
capitalize on the mobility beneÞts brought by
broadband wireless networks while ensuring
that mobile laptops donÕt bring dangerous
viruses or worms back into the enterprise 
and that their sensitive data is not exposed 
to compromise or theft. IT staff need to imple-
ment a solution thatÕs both cost-effective and
non-invasive for their end users.

With the Alcatel-Lucent OmniAccess 
3500 Nonstop Laptop Guardian, increased
security does not mean increased complexity.
It reducesrisk and simpliÞes security processes
for both IT staff and mobile workers.

IT staff no longer have to worry about the
increased vulnerability of off-site laptop
health or threats to the sensitive data they
contain. They know they have always-on
access to all laptops, no matter where they
are. Mobile workers enjoy a streamlined
network access experience with automatic
backups and software updates. Both parties
are free to focus on their primary roles ensuring
the productivity and success of the enterprise.

The Alcatel-Lucent OmniAccess 3500
Nonstop Laptop Guardian delivers on 
the promise of simpliÞed, secure, remote
enterprise communications through two 
key components:

¥ An always-on laptop card featuring a 
built-in CPU, hardened OS, storage,
rechargeable battery, GPS capability, 
VPN client and 3G communications.

¥ A server that is deployed on the enterprise
premises to terminate the secure tunnels
and to manage user credentials and security
policies.

Security and simplicity for IT staff and end users

Delivering simplified security and remote laptop management capabilities
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At the heart of the Alcatel-Lucent OmniAccess 3500
Nonstop Laptop Guardian is a secure, always-on com-
puting system on a 3G broadband PCMCIA data card.
This card acts as the laptopÕs ignition key, providing 
a second or third means of authenticating the VPN
connection and delivering 24/7 connectivity to a
dedicated management system located in the enterprise.

The card communicates over the enterprise VPN via 
a server using a 3G, WiFi or wireline LAN connection,
giving mobile laptops the same level of security as
desktops inside the enterprise.

Encryption keys are stored on the card, safeguarding
conÞdential laptop data. If a laptop is stolen or mis-
placed, the enterprise IT manager can immediately
disable the encryption key in the card, making the
laptop data unreadable. If the laptop is later located,
the encryption key can be re-enabled to restore all
laptop data.   

A revolutionary “ignition key” for laptops

A  t r u s t e d  c o m p u t e r- w i t h i n - a - c o m p u t e r
Features resident on the secure laptop card include:

¥ An embedded CPU and self-contained, hardened operating system

¥ A rechargeable battery that supplies power to the card when it is on
standby or shutdown

¥ 3G communications virtually anywhere there is mobile phone
reception

¥ Non-volatile ßash memory to store software updates, patches or
downloads while the laptop is powered off

¥ GPS capability for locating lost or stolen laptops

¥ Secure communications over the enterprise VPN with no additional
software required on the laptop
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At Alcatel-Lucent, innovation means combining what is possible 
in science and technology with what is required by the markets.

The Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian does
exactly this. It is based on the ground-breaking ÒEvrosÓ mobile security
technology developed by Alcatel-Lucent Bell Labs and was incubated
through the Alcatel-Lucent Ventures (ALV) initiative. By leveraging
this combination of sophisticated technology and market intelligence,
the Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian brings
enterprises to the forefront of mobile laptop security. 

All employee laptops become part of a trusted network, no matter where
they are located. This is a critical part of the Alcatel-Lucent overarching
security strategy for Òtrust-based networking.Ó And itÕs all based on the
cutting-edge security innovations developed by the renowned Alcatel-
Lucent Bell Labs and Research & Innovation research communities.

Partners also play a vital role in enhancing the security and productivity
of mobile assets. As part of its goal to deliver on the promise of next-
generation IP communications, Alcatel-Lucent is building a partnership
ecosystem that will extend the 24/7 access, antitampering, location, and
health/visibility capabilities of the Alcatel-Lucent OmniAccess 3500
Nonstop Laptop Guardian to other key enterprise applications.

To learn more about the Alcatel-Lucent OmniAccess 3500 Nonstop
Laptop Guardian and our comprehensive portfolio, please contact your
Alcatel-Lucent sales representative or visit www.alcatel-lucent.com.

Leveraging world-leading expertise in network security

ÒOur staff at Visiting Nurses Association of Northern New Jersey spend their entire day 
on the road at patient sites. They require access to current data and the ability to maintain
detailed patient information, which means security is on the top of our list. ThatÕs why weÕre
truly excited to be trialing the Alcatel-Lucent OmniAccess 3500 Nonstop Laptop Guardian.
We believe this breakthrough product is the key in enabling us to manage our laptops and
protect the data they contain. Without it, a lost or stolen laptop could spell disaster. However,
with this technology, our patients are protected. We havenÕt seen anything like the Alcatel-
Lucent OmniAccess 3500 Nonstop Laptop Guardian in the market and view this as a true
differentiator for us in the highly competitive Þeld of home health care.Ó

MICHAEL LANDSITTEL, MANAGER OF IT, VNA OF NORTHERN NEW JERSEY
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