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1 Executive Summary

This report presents the test results and conclusions of the witness testing undertaken by BT Exact for the
evaluation of the Alcatel 7450 Ethernet Service Switch’s Router High Availability (HA) capabilities.

Various tests were carried out to verify Non-Stop Forwarding, Non-Stop Services, and Non-Stop Routing for the
IP/MPLS routing protocols. An ESS-7 was configured as per the Test Plan [1] and recovery times were recorded

for Switch Fabric/Control Processor Modules (SF/CPM) to switchover from the active to the standby card.

Results showed the switchover times ranged from 1 microsecond to 12 milliseconds. Software induced

switchover times were seen to average 1 microsecond and hardware induced times averaged 1.7 milliseconds.

It was seen that these switchover times were maintained regardless of routing protocol or configured services.

The separate control & forwarding planes and service separation ensured no cross service impact between the

forwarded packets and the routing.

All adjacencies, including those to 3rd party router platforms, were unaffected by the switchover events. No
protocol extensions or helpers were required. The testing included large scale configurations, as well as active
and dynamic routing to simulate fully loaded conditions.

The Alcatel 7450 ESS-7 performed extremely well under test and exhibited carrier class high availability in
non-stop routing, forwarding and enhanced Ethernet services. It demonstrated clear advantages in service
protection over similar equipment that does not have this functionality built in.

Summary of Test Results

Test Title | Result  Comments

Baseline Forwarding Performance PASS Bidirectional 10 Gigabit Ethernet full line rate
(14.88 Mpps) forwarding supported. No packet loss.

Soak Test PASS Bidirectional 10 Gigabit Ethernet full line rate
(14.88 Mpps) forwarding supported. 700+ billion
packets per direction forwarded. No packet loss.

In-service Upgrade to Redundant PASS HA supported. Bidirectional 10 Gigabit Ethernet full

System line rate (14.88 Mpps). No packet loss.

Non-Stop Forwarding — Software PASS HA supported, <1ps. Bidirectional 10 Gigabit

Induced Switchover Ethernet full line rate (14.88 Mpps).

Non-Stop Forwarding — Hardware PASS HA supported, <12.2 ms. Bidirectional 10 Gigabit

Induced Switchover Ethernet full line rate (14.88 Mpps).

OSPF/IS-IS/PPP Non-Stop Routing — | PASS HA supported, no degradation of video service.

Video Service (Baseline)

OSPF/IS-IS/PPP Non-Stop Routing — | PASS HA supported, no degradation of video service and

Video Service (Extreme Conditions) no loss of OSPF/IS-IS adjacencies. (2x200+
adjacencies and 2x14K+ routes). PPP remains UP.

Switchover during IS-IS convergence | PASS HA supported, no degradation of video service.
Convergence time = 14s.

Switchover during OSPF PASS HA supported, no degradation of video service.

convergence Convergence time = 13s.

Switchover while snooping/relaying PASS HA supported, no degradation of video service. No

DHCP and anti-spoof-filtering loss of DHCP state through switchover with “DHCP
persistence” — all leases learnt by standby card.

VPLS L2 VPN Non-Stop Service PASS HA supported, no loss of service (4094 active

using LDP MP2MP L2 service instances).

PWE3 L2 VPN (Epipe) Non-Stop PASS HA supported, no loss of service (32,000 active P2P

Service L2 service instances).

Standby SF/CPM — Measurement of PASS Approximately 2 minutes depending on configuration

Boot Sequence and Synchronisation size.

Duration
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2 Introduction

This report details the findings of BT Exact’s witness testing of the Alcatel 7450 Ethernet Service Switch Router
(ESS-7) for high availability features. The scope of testing has been defined in the Test Scope [2] and testing
has been carried out in accordance to the Test Plan [1].

For a 7450 ESS equipped with redundant Switch Fabric / Control Processor Modules (SF/CPMs), the software
now supports a set of features that significantly improve switchover times and minimize or eliminate service
interruption in the event of an active to standby SF/CPM switchover. An SF/CPM switchover event may be
triggered by unforeseen events e.g. a hardware failure on the active SF/CPM, or at the request of the operator
using the CLI. HA capabilities comprise Configuration Redundancy; Non-Stop Forwarding (NSF); Non-Stop
Routing (NSR) for a variety of IP/MPLS routing protocols and Non-Stop Services (NSS) for a set of enabled
provider services (e.g. Epipe and VPLS services).

Alcatel has sought an independent evaluation of the HA capabilities to ensure that their claim of reduced
switchover times and minimal or no service interruption are substantiated. BT Exact has been commissioned by
Alcatel to undertake this evaluation.

3 Test Environment

The evaluation was conducted jointly by BT Exact and Alcatel at Alcatel’s IP Division, Mountain View, CA. The
initial evaluation network was built and configured by Alcatel and then verified by BT Exact prior to commencing
the evaluation.

The network comprised of five Alcatel Switches & routers; one ESS-7 chassis equipped with redundant
SF/CPMs supporting HA features constituting the device under test (DUT); one SR-12 chassis, one SR-7
chassis and two ESS-1 chassis.

The network also included 3rd party routers; these routers were incorporated to demonstrate non-stop routing
and non-stop services in a multi-vendor environment.

An Ixia 1600T & Agilent N2X chassis was connected to the network to generate IP traffic flows and to simulate
additional routing nodes. An IP video server and an IP video client were also included to allow a subjective
measure of streaming video quality to be taken.

A packet analyser was connected to an ESS-7 port configured for mirroring to verify the test traffic.

Figure 1 on next page depicts the test network, except for the Alcatel 7450 ESS-1 and 7750 SR routers. These
were used in the VPN tests as PEs, and were then connected in-line between the 7450 ESS-7 under test and
the Ixia/Agilent test ports.

The star topology chosen was ideal for node-level redundancy testing since it inherently has no network level
resilience. In this network all service depends on the high availability of the Alcatel 7450 ESS-7 under test.
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4 Test Details and Results

The following tests were carried out:

Baseline forwarding performance

Soak test

In-service upgrade

Non-Stop Forwarding (s/w induced)

Non-Stop Forwarding (h/w induced)

OSPF/1S-1S Non-Stop Routing video baseline

OSPF/IS-IS/PPP extreme conditions

Switchover during IS-IS convergence — 14K routes, 200 adjacencies
Switchover during OSPF convergence — 14K routes, 200 adjacencies
Switchover while relaying/snooping DHCP with spoofing protection
L2 MP2MP VPN (VPLS) Non-Stop Service

PWE3 L2 P2P VPN (EPIPE) Non-Stop Service

X X X X X X X X X X X X

Detailed configs and results are available on request from Alcatel.

4.1 Baseline Forwarding Performance

Test Description:

The objective of this test was to determine the baseline forwarding performance of the ESS-7 switch using
bidirectional IP traffic at full line rate between two directly connected 10 Gigabit Ethernet interfaces for the
minimum Ethernet frame size.

The ESS-7 was equipped with a single SF/CPM i.e. it was a non-redundant system. This would allow the
impact of an in-service upgrade to a redundant system to be tested later.

The Ixia was configured to transmit bidirectional IP traffic at full line rate.

Full line rate, packets per second (pps)*,

10,000,000,000 / (64 bytes + 8 bytes + 12 bytes) x 8 = 14,880,952 pps
No IP routing protocols or static routes were configured since forwarding was between connected interfaces.
The traffic profile was modified to 3 classes of service. QoS was configured on the ESS-7 to match on IP TOS

bits (precedence) and mark the packets as standard DiffServe code points. The table below shows the traffic
profile sent and the QoS configured on the ESS-7.

Class of Service | IP TOS TX Rate Re-marked as Shaping Rate
C1 5 48% (5Mbps) EF 3.75 Gbps

C2 4 48% (4.5 Mbps) AF 3.75 Gbps

C3 0 48% (500 Kbps) Default 0.305 Gbps

Note: Port rate = 10 Gbps. The Ixia tester granularity limits meant traffic rates could not be entered precisely and
varied slightly.

The tests were used to model customer requirements and to load the forwarding plane on the ESS-7. They
resulted in less than 5% CPU utilisation.

Expected Results:

1 . .
Full line rate is calculated as:

Interface Speed bps / (min’ Ethernet frame size bytes + preamble size bytes + inter-frame gap bytes) x 8
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Zero packet loss would be observed. This assumed that the ARP tables were populated in advance of the IP
traffic and that the two within-specification 10 Gigabit Ethernet interface oscillators were matched.

Results:

The results of this test established, as a baseline of forwarding performance, that the ESS-7 router could
support full line rate forwarding with sustained zero packet loss. The egress buffer depth remained constant
and no packets were dropped.

Comments:

Ethernet LAN interfaces on all routers and test equipment are individually clocked and will therefore vary
marginally in actual transmit speed within the IEEE allowed clock accuracy requirements. Therefore, in true
full-linerate testing such as the tests described in this document, care must be taken to control the individual port
clocks. Increased latencies/low-rate tail-drop packet loss may otherwise be seen due to queues building up. This
was observed once and was investigated to be due to Ixia clock rate being slightly higher than the ESS-7.
Although within the 50 ppm IEEE limit, the slight difference between clocks causes a higher transmit rate
causing queues being build up at the remote-end. This was resolved by reducing the clock frequency by 10 ppm.

This was a full capacity test demonstrating forwarding performance in extreme service conditions.

4.2 Soak test

A soak test was carried out to ensure that the forwarding test environment in 4.1 — Baseline Forwarding
Performancewas stable. Test traffic was sent at line rate between two Ixa ports across the ESS-7 chassis with
basic config. The test was left overnight to run for 14+ hours and results for packet loss & latency were collected.

Results:
At 14.88 Mpps per direction, a total of over 700 billion packets per direction were forwarded in this test run. Zero
packet loss was seen in both directions with average latencies of 20 microseconds.

4.3 In-service Upgrade to Redundant System
Test Description:

This test sought to prove that it was possible to perform an in-service upgrade to a redundant system by
inserting a second SF/CPM without impeding upon the ability of the ESS-7 router to forward traffic at full line
rate, i.e. validate full capacity system under extreme loading conditions. The Ixia was configured as per test 4.1
— Baseline Forwarding Performance.

N.B. Though no configuration is required as redundancy is enabled by default, the correct software images and
boot options (bof file) must exist on the flash of the second SF/CPM.

Expected Results:

Initially there was no redundant SF/CPM. Inserting a second SF/CPM would not affect forwarding; zero packet
loss would be observed. The system would become redundant and the two SF/CPMs would synchronise. The
second SF/CPM would assume the standby state and the original SF/CPM would remain in the active state.
Results:

The system became redundant and the two SF/CPMs synchronised. The second SF/CPM assumed the
standby state. Zero packet loss occurred.

Page 8 of 22




Project: Alcatel 7450 HA Document Ref.: EXA05877.002

Alcatel 7450 Ethernet Service Switch Router High-Availability BT Exact Evaluation Report

Issue: 2.1

Figure 2 — Pre-insertion of Second SF/CPM Screen Capture
A:ESS-7#s howca rd

Slot Provis ion ed E qui pped Ad min Operat ion al
Card-t ype C ard -t ype St ate Sta te
io m-20g i om-20g up up

2 io m-20g i om-20g up up

3 io m-20g i om-20g up up

4 io m-20g i om-20g up up

5 io m-20g i om-20g up up

A sf m-200g s fm- 200g up up/ act ive

B sf m-200g up dow n/s tan dby

Stan dby St at us . dis abled

Last St andby Fai lur e ;. N/A

Stan dby Up T ime ;. N/A

Fail overT inme : N/A

Fail over R eason : N/A

Boot /Confi g Sync Mode : None

Boot /Confi g Sync St atu s : No synchr oni zat io n
Last Confi g File Sync Time : Never

Last Boot Env Sy nc Time : Never

Figure 3 — Post-insertion of Second SF/CPM Screen Capture
A:ESS-7#s howca rd

Slot Provis ion ed E qui pped Ad min Operat ion al
Card-t ype C ard -t ype St ate Sta te
io m-20g i om-20g up up

2 io m-20g i om-20g up up

3 io m-20g i om-20g up up

4 io m-20g i om-20g up up

5 io m-20g i om-20g up up

A sf m-200g s fm- 200g up up/ act ive

B sf m-200g s fm- 200g up up/ sta ndby

Stan dby St at us . sta ndbyr eady

Last St andby Fai lur e : N/A

Stan dby Up T ime : 2005/12/0 61 1:57:13

Stan dby Ve rs ion : TIMOSC-3 .0. R4 cpm/hops ALCATEL ESS 7450

Copyr ight (c )2 000-20 05 Alc atel. Al Ir ights

res erved. Al lu sesub jectt o appl ica ble | icen se
agr eements. Buil ton TueNov 29 11:13: 45 PST
2005 by b uil der i n/r el3 .0/ bl/R4/ panos/ man

Fail overT ine : N/A

Fail over R eason : N/A

Boot /Confi g Sync Mode : None

Boot /Confi g Sync St atu s : No synchr oni zat io n
Last Confi g File Sync Time : Never

Last Boot Env Sy nc Time : Never

Comments:

The test demonstrated that a fully configured Alcatel 7450 ESS-7 can be upgraded to a redundant system

while sustaining full line rate forwarding with zero packet loss.
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4.4 Non-Stop Forwarding — Software Induced Switchover

Test Description:

Using the CLI command ‘admin redundancy force-switchover now’ the operator can induce a SF/CPM
switchover event. The ‘now’ option performs the operation without prompting the operator to confirm the
request.

Using the same configuration as per 4.3 — In-service Upgrade to Redundant System, the objective of the test
was to measure the switchover time and to confirm non-stop forwarding.

Expected Results:

Upon issuing the CLI command, the active SF/CPM would restart and the standby SF/CPM would assume the
active state. The in-band CLI telnet or ssh sessions to the formerly active card would dropout, but new CLI
sessions to the newly active card could be re-established immediately. The configurations of the new active
SF/CPM would be fully synchronised. The switchover time, proportional to packet loss, would be of the order
of 1 ps.

Results:

during S/W induced switchover (incl min OSPF routing
Switchover time

Non-stop forwarding

Iteration | Switchover Packet Loss (Ms) Max. Latency (ms)
East West East West East West
1 AtoB 12 10 1 1 35 4.4
2 Bto A 14 9 1 1 35 3.5
3 AtoB 13 14 1 1 3.5 3.5

This equated to a worst measured switchover time of 0.94 usz.

The telnet session was immediately re-established to the newly active SF/CPM and the configurations were
preserved.

Comments:

The test confirmed that a fully configured Alcatel 7450 ESS-7, under extreme loading, performs non-stop
forwarding and takes less than 1 microsecond to achieve a software induced switchover.

4.5 Non-Stop Forwarding — Hardware Induced Switchover

Test Description:
A hardware failure of the active SF/CPM can be simulated by physically removing the active SF/CPM with no
prior notice given to the system.

Using the same configuration as per 4.4 — Non-Stop Forwarding — Software Induced Switchover, the objective
of the test was to measure the switchover time and to confirm non-stop forwarding.

Expected Results:

Upon physically removing the active SF/CPM, the standby SF/CPM would assume the active state. The in-band
CLI sessions to the formerly active card would dropout, but new CLI sessions to the newly active card could be
re-established immediately. The configurations of the new active SF/CPM would be fully synchronised. The
switchover time, proportional to packet loss, would be in the worst case of the order of 10 ms.

2 \Worst loss was 14 packets. 14 packets /14,880,952 pps = 0.94 ps
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Results:

Non-stop forwarding during H/W induced switchover (incl min OSPF routing)
Switchover time

Iteration  Switchover Packet Loss (ps) Max. Latency (ms)
West East West
1 AtoB 90000 | 120000 6000 8000 11 12.7
2 Bto A 106780 | 144445 7176 9707 11.9 14.4
3 AtoB 94899 | 181804 6377 12217 11.1 17

The traffic rate was 14,880,952 pps in each direction. Therefore, the observed number of packets lost
corresponded to a worst case switchover time of 12.217 ms.

The telnet session was immediately re-established to the newly active SF/CPM and the configurations were
preserved.

Comments:

The test confirmed that a fully configured Alcatel 7450 ESS-7, under extreme loading, performs non-stop
forwarding and takes less than 13 milliseconds to achieve a hardware induced switchover.

4.6 OSPF/IS-IS/PPP Non-Stop Rout ing — Video Service (Baseline)

Test Description:

A PC running a freeware video server application was connected to the Cisco 7609 router over 100 Mbps
Ethernet. A second PC running a freeware video client application was connected to the Juniper M320 router
also over 100 Mbps Ethernet. Both 3rd party routers were connected to the ESS-7 router at the hub of the
network.

OSPF, with no protocol extensions, was configured between the three routers. All interfaces were assigned to
the OSPF backbone area and the 100 Mbps Ethernet interfaces to the video client and server were
designated as OSPF passive interfaces. The topology resulted in the ESS-7 forming two adjacencies and
maintaining an OSPF database comprising minimal LSAs.

The video service between the server and client flowed via the ESS-7 switch and was dependent upon the
non-stop routing of OSPF by the ESS-7 switch. The video service equated to ~2 Mbps, ~200 pps.

By observing the video on the client PC during both software and hardware induced SF/CPM switchover
events a subjective measurement of video service degradation could be made.

Expected Results:

The results for 4.5 — Non-Stop Forwarding — Hardware Induced Switchover, revealed a worst case switchover
time of 12 ms. Such an interval would not be expected to cause any degradation of the video service.
Moreover, as the video service is dependent upon non-stop routing of OSPF, it is also expected that the
switchovers would have no effect on the adjacencies formed with the 3rd party routers. Adjacency statistics
from OSPF neighbour CLI ‘show’ commands and event debugging on all three routers would confirm this to
be the case.

Results:

No visible degradation of the video service was observed for either software or hardware induced SF/CPM
switchover events. Furthermore, inspection of the router logs and CLI OSPF commands on all three routers
confirm that OSPF adjacencies were not compromised.

Comments:

The results demonstrated non-stop routing of OSPF, since the OSPF adjacencies were unaffected by the
switchover. However, observing the apparently flawless received video service afforded only an approximate
indication of any packet loss.
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4.7 OSPF/I1S-IS/PPP Non-Stop Rout ing — Video Service (Extreme
Conditions)

Test Description:

The test environment was configured for asymmetrical routing across the ESS-7 chassis. 200 OSPF
adjacencies were established with one Agilent N2X tester port and 200 IS-IS adjacencies with another.
IS-IS/OSPF routes were injected into 10 adjacencies (total 14K routes) as external routes and traffic was sent on
each route at a rate of 10 Mpps (total rate, 70% port util). This setup was chosen as opposed to 256 routes per
adjacency due to test equipment limitations. The Video client was modified to use PPP to create a session with
the Video server. No PPP authentication was configured.

Expected Results:

A software or hardware induced SF/CPM switchover event would have no effect on OSPF/IS-IS/PPP
adjacencies or routing i.e. non-stop routing would be observed. However, because of the time to switchover,
proportional packet loss is expected.

Results:

Prior to performing software and hardware induced switchovers, verification that OSPF/IS-IS hellos were
prioritized, and adjacencies maintained, also with full line rate traffic resulting in oversubscription was
undertaken. It was found that OSPF/IS-IS adjacencies were maintained at the expense of approximately 1 in
1,000,000,000 test packets. During the subsequent tests a traffic rate of 10 Mpps was used to ensure that any
packet loss observed could be attributed entirely to the switchover events.

The IS-IS/OSPF adjacencies remained ACTIVE throughout the switchovers. Software induced switchover
resulted in minimal loss (6 — 10 packets) i.e. 1 microsecond. Hardware induced switchovers resulted in a
maximum packet loss of 68513 packets which equates to a service outage of 6.86 milliseconds. No impact was
seen on the video service running over PPP. The logs were checked to ensure no unexpected events took place.

Inspection of the router logs and CLI OSPF commands on all routers confirmed that OSPF adjacencies were
maintained throughout. No visible degradation of the video service was observed.

The screen captures below show the status of the routing tables following a switchover.

Figure 4 — ESS-7 OSPF Neighbour and Route Table Summary Screen Capture
B:ESS-7#s howro ute ro spf ne igh bor

Nbr 1P Addr Nbr Rt r Id Nbr Stat e Pr io rity Ret xQ Len D ead Ti me
2.6. 10. 10 2.0.0. 10 Full 12 8 0 39
2.6. 11. 11 20.0. 11 Fu ll 1 0 34
241 1. 2 2411 .2 Full 0 0 36
241 2. 2 2412 2 Full 0 0 39
241 3. 2 2413 .2 Full 0 0 39
241 4. 2 2414 .2 Fu ll 0 0 39
241 5. 2 2415 .2 Full 0 0 40

(Display truncated)
No.ofNei ghbors: 202 o
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B:ESS-7#s howro ute ri sis ad jac ency

Syst em ID U sage Stat eHoldIn ter fac e
srl L2 Up 18 Ix ia6 1001
srl4 69 L1 Up 18 Ix ia6 1002
sr14 70 L1 Up 18 Ix ia6 1003
srl4 71 L1 Uwp 18 Ix ia6 1004
srl4 72 L1 Up 18 Ix ia6 1005
srl4 73 L1 Up 1 8 Ix ia6 1006
srl4 74 L1 Up 18 Ix ia6 1007
srl4 75 L1 Uwp 18 Ix ia6 1008
(Display truncated)
Adja cencie s: 200
B:ESS-7 #
B:ESS-7#s howpo rt 4/2 /4 .sts 48 ppp d etai |
PPP Protoc ol sfo r4 /2/ 4.sts4 8
Prot ocol State Last Change Rest art Count Last Cl ear ed
Icp opened 12/0 7/2 005 1 8:49 :44 1 12/0 7/2 005 1 8:47 :54
ipcp opened 12/0 7/2 005 1 8:51 :20 2 12/0 7/2 005 1 8:47 :54
mpls cp in itia | 12/0 7/2 005 1 8:19 :01 0 12/0 7/2 005 1 8:47 :54
bcp in itia | 12/0 7/2 005 1 8:19 :01 0 12/0 7/2 005 1 8:47 :54
osic p in itia | 12/0 7/2 005 1 8:19 :01 0 12/0 7/2 005 1 8:47 :54
PPP Sta tis ti cs
Locall P a ddress 12 .6.10. 6 Remote | P ad dre ss 2.6 .10 .10
LocalM ac address :0 0:03:f a:l 6:af: 06 Renote Maca ddress : 00: 00: 00: 00:00: 00
Local M agi ¢ Numker :0 x2a8287 Renote Magic Number: 0x4 3947e0f
Line Monit or Met hod: k eepali ve
Keepali ve st atis tic s
Request in te rval 10 Thresh old ex ceeded : 0
Drop Count 03 In pac ket s o129
Time to li nkdro p :0 O0hOOm30s Ou pa ckets 129
Last cl earedtim e :1 2/07/2 005 18 :4 7:54
B:ESS-7#
B:ESS-7#s howro uterr
Route T abl e Summary (R
Avail able
Stat ic 0
Dire ct 404
OSPF 14204
ISIS 14200
RIP 0
Aggr egate 0
Tota | 2 8808 28808
B:ESS-7#
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B:ESS-7#s howro ute rr oute-t abl e

Dest Ad dre ss Next Hop T ype Proto Age Me tri ¢ Pre f
2.0. 0.6 /32 system L ocal Local 00h52ml1s 0 0
2.0. 0.10/32 2.6 .1 0.10 Remote OSH 00h20m03s 41 10
2.0. 0.11/32 26.11.11 Remote OSH 00h52ml10s 10 01 10
2.6. 10.0/2 4 M320 L ocal Local 00h20m15s 0 0
2.6. 11.0/2 4 c76 09 L ocal Local 00h52m10s 0 0
2.6. 12.0/2 4 DH@- Serv er L ocal Local 00h52m10s 0 0
2.10 .14 .0/ 24 2.6 .1 0.10 Remote OSH 00h20m03s 42 10
2.11 .13 .0/ 24 26.11.11 Remote OSH 00h52m10s 10 01 10
241 1. 0/2 4 IxXi a41001 L ocal Local 00h52m10s 0 0
241 .1. 2132 241.1.2 Remote OSH 00h09mM59s 10 10
241 2. 0/2 4 Ixi a41002 L ocal Local 00h52ml10s 0 0
241 2. 2132 241.22 Remote OSH 00h05m45s 10 10

(Display truncated)

110. 54. 172.0 /24 261.12 Remote ISI S 00h05m06s 20 18

110. 54. 173.0 /24 261.12 Remote ISI' S 00h05m06s 20 18

110. 54. 174 .0 /24 261.12 Remote ISI' S 00h05m06s 20 18
261.12

110. 54. 175.0 /24

Remote ISI' S 00h05m06's 20 18

B:ESS-7#

The tables below show the switchover times.

S/W induced switchover with 14200 IS-IS routes

Iteration Switchover Packet Loss Switchover time (s ) Avg. Latenc S
East East \ West East West

1 Bto A 9 1 13.74

2 AtoB 7 1 13.49

H/W induced switchover with 14200 IS-IS routes

Iteration Switchover Packet Loss Switchover time (us ) Avg. Latency (us)
East West East \ West East West

1 Bto A 68513 6860 14.96

2 AtoB 60424 6050 17.1

Note: OSPF traffic sent east-west, IS-IS traffic sent west-east
S/W induced switchover with 14200 OSPF routes + 14200 IS-IS routes + 1 PPP session

Iteration Switchover Packet Loss Switchover time ( us ) Avg. Latency (us)\
East West East \ West East West

1 Bto A 9 6 1 1 13.56 13.59

2 AtoB 8 10 1 1 13.59 13.6

H/W induced switchover with 14200 OSPF routes + 14200 IS-IS routes + 1 PPP session

Iteration Switchover Packet Loss Switchover time (s ) Avg. Latency (us)\
East West East \ West East West
1 Bto A 1649 43302 17 4340
2 AtoB 26769 13 2680 1 16.17 14.7
3 Bto A 15 60120 1 6020 14.3 14.84
Comments:

The results confirm the non-stop routing of OSPF and 1S-1IS and the continued PPP session establishment. In
addition, the switchover times complemented those recorded for the previous tests; in this set of tests a
maximum outage of 6.9 ms was measured.
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4.8 Switchover during IS-IS convergence

Test Description:

These tests were carried out to ensure convergence of IS-IS routes during a switchover. 200 IS-IS adjacencies
advertising a total of 14K routes were configured. No protocol extensions such as graceful restart helpers were
used. The IS-IS database was cleared on the ESS-7 and the traffic/routing engine on the Agilent tester was
stopped. Traffic towards all IS-IS destinations was then started along with the routing engine on the tester. The
traffic was observed to ensure it is being received and the receive rate is increasing from 0% to 100% as the
routing is updated. In addition, continuous video over IP traffic as per previous tests was present. Hardware and
software switchovers were then carried out and the traffic rate observed to check when the routing would
converge.

Expected Results:

No IS-IS adjacencies should be lost during switchover; no degradation in the video service should be seen. Also,
service outage should be less than 50 milliseconds and all routes should be present following a switchover
despite that the event happened during the heavy routing activity in the middle of the convergence phase and
despite that no graceful restart helpers were present.

Results:

No visible degradation of the video service was observed for either software or hardware induced SF/CPM
switchover events. Routing availability and integrity was assured throughout the switchover. After the test, all
routes were present and accepted traffic for forwarding. Inspection of the router logs on all routers confirm that
IS-1S adjacencies were not compromised.

Results showed the convergence time during switchover was increased by 14 seconds compared to the same
convergence test without a switchover. A 2 second route install delay was also seen early during convergence
whether or not the ACTIVE card was removed. This seems to be a delay due to the SPF algorithm computation.
The graph below shows these results:

K_ Switchover

Figure 5 — Switchover during IS-IS convergence for 14K routes (200 adjacencies)

Comments:

The results demonstrated the Alcatel 7450 ESS-7 was able to continue forwarding packets on IS-IS routes
already learnt and also remain available and continue to process routing updates during a switchover in less
than 1 min.
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4.9 Switchover during OSPF convergence

Test Description:

A similar test was carried out to measure OSPF convergence times during switchover. 200 OSPF adjacencies
advertising a total of 14K routes were configured. No protocol extensions such as graceful restart helpers were
used. The OSPF database was cleared on the ESS-7 and the traffic/routing engine on the Agilent tester was
stopped. Traffic towards all OSPF destinations was then started along with the routing engine on the tester. The
traffic receive rate was observed as it increased from 0% to 100% as the routing converged. In addition,
continuous video over IP traffic as per previous tests was present. Hardware and software switchovers were
then carried out while the adjacencies and convergence progress was monitored.

Expected Results:

A software or hardware induced SF/CPM switchover event would have no effect on OSPF adjacencies or
routing availability and integrity. However, because of the time to switchover, some proportional packet loss
is expected.

Results:

As with 1S-IS, it was seen that OSPF adjacencies were maintained, and that routing remained available and
able to process updates throughout the switchover event.

Results showed 13 s of increase in convergence time compared to the same test without a switchover. The
graph below depicts these results.

K_ Switchover

Figure 6 — Switchover during OSPF convergence for 14K routes (200 adjacencies)

Inspection of the router logs and CLI OSPF commands on all routers confirm that the adjacencies were
maintained throughout. No visible degradation of the video service was observed.

Note: Two issues were seen with the Agilent N2X, running 6.6 Beta software in this test: The Agilent reported
“fragmented datagrams” and some routes were dwindling away from the OSPF database on the ESS-7. This
was further investigated by sniffing the packets sent from the Agilent, and confirmed by Agilent tech support
to be Agilent issues to be resolved. The root causes were found to be:
X The ESS-7 sends fragmented IP packets as OSPF LSAs which is allowed, but the Agilent cannot
interpret these and hence reports a “fragmented datagram” warning.
X The Agilent sends some LSAs with high ages and does not refresh these LSAs when their ages reach
the OSPF MaxAge. This causes these LSAs to be removed from the ESS-7 database as per normal
OSPF operation.

The tests were repeated with the Ixia tester instead of the Agilent. The Ixia did not share the issues above
with processing fragments or refreshing OSPF LSAs. Only 1 OSPF adjacency was established with 14K
routes advertised. Traffic was sent on all 14K routes. Results showed all routes were learnt by the standby
card during a software/hardware switchover. The following screen captures confirm this.
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Figure 7 — ESS-7 OSPF Neighbour and Route Table Summary Screen Capture

Before OSPF test — No OSPF routes present yet:

A:ESS-7#s howro ute rr oute-t abl e

Dest Ad dre ss Next Hop T ype Pro to Age Me tri ¢ Pre f
2.0. 0.6 /32 system L ocal Local 08h00mM48s 0 0
2.6. 12.0/2 4 DHQ@- Serv er L ocal Local 08h00M48s 0 0
2.6. 13.0/2 4 Ix1 3 L ocal Local 08h00M48s 0 0
2.6. 14.0/2 4 IX1 4 L ocal Local 08h00M48s 0 0
90.0 .0. 0/1 6 DHQ@- Clie nt L ocal Local 08h00M48s 0 0

No.of Rou tes: 5

AESS-7#

After OSPF convergence with software switchover: System now running on B-card, all OSPF routes
present. Switchover happened while OSPF adjacency was in "loading" state.

B:ESS-7#s howro ute rr oute-t abl e s unmary

Route T abl e Summary (R outer: Base)

A cti ve Avail able
Stat ic 0 0
Dire ct 5 5
OSPF 1 4000 14000
ISIS 0 0
RIP 0 0
Aggr egate 0 0
Tota | 1 4005 14005
B:ESS-7#

Before hardware switchover test — no OSPF neighbors, no OSPF routes:

B:ESS-7#s howro ute ro spf ne igh bor

Nbr IP Addr Nbr Rt r Id Nbr Stat e Pr io rity Ret xQ Len D ead Ti me

No. of Nei ghbors : 0

B:ESS-7 #
B:ESS-7#s howro ute rr oute-t abl es unmary

A cti ve Avail able

Stat ic 0

Dire ct 5 5
OSPF 0 0
ISIS 0 0
RIP 0 0
Aggr egate 0 0
Tota | 5 5
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After OSPF convergence with hardware switchover —running on A-card again, 14K routes present:

A:ESS-7#s howro ute ro spf ne igh bor

Nbr IP Addr Nbr Rt r Id Nbr Stat e Pr io rity RetxQ Len D ead Ti me
2.6. 13. 13 1.3.0. 0 Fu ll 0 0 35
No. of Nei ghbors : 1
A:ESS-7#s howro ute rr oute-t abl es unmary
Route T abl e Summary (R outer: Base)
A cti ve Avail able
Stat ic 0 0
Dire ct 5 5
OSPF 1 4000 14000
ISIS 0 0
RIP 0 0
Aggr egate 0 0
Tota | 1 4005 14005
Comments:

The results demonstrated the Alcatel 7450 ESS-7 was able to continue forwarding packets on OSPF routes
already learnt and continue to process LSAs during a switchover in less than 1 min. Due to test equipment
limitations the test had to be divided into two parts

X Confirm 200 OSPF adjacencies using Agilent N2X

x  Confirm 14K routes exchange using Ixia.

Tests showed that the ESS-7 was capable of handling 200 adjacencies and 14K routes during switchover.

4.10 Switchover while snooping/r elaying DHCP and anti-spoof-filtering

Test Description:

A DHCP server was configured with a DHCP scope to lease 8K IP addresses in the range 90.0.0.0 /24. The
Alcatel 7450 ESS-7 was configured with services to snoop as well as relay DHCP traffic to the server and to
learn lease-state information and use its automatic anti-spoofing feature to filter on IP & MAC address
combinations to prevent spoofing of IP addresses, and to use its ‘dhcp persistence’ feature to retain snooped
DHCP lease-state information on non-volatile media. The Agilent tester was configured to simulate 2000—8000
DHCP clients. Software/hardware switchovers were carried out and the total sets of DHCP leases on the ESS-7
and the server were checked.

A further test was carried out to see the impact on state preservation whilst the DHCP leases are being learnt.
The DHCP lease-state database was cleared on the ESS-7 and all leases terminated on the server. The clients
were then re-started and a failover initiated during the heavy DHCP activity while the clients were acquiring their
address leases.

Expected Results:

The DHCP leases should remain also after a switchover has taken place. It should not be possible to spoof an
IP or MAC address when the anti-spoofing/filtering is configured on the ESS-7.

Results:

With the ‘dhcp persistence’ feature enabled, all leases were present in the ESS-7’s database also following a
switchover triggered by a simulated active SF/CPM card failure during heavy DHCP activity. By comparison,
when the ‘dhcp persistence’ feature was disabled, the lease table was checked and it was seen that 3—7 of the
leases were not learnt during switchover. However when these clients were re-started the leases were renewed
and correctly learnt.
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The anti-spoof-filtering feature of the ESS-7 was tested to function correctly as designed. Without the option
configured an IP or MAC address could be spoofed and traffic could be sent across the ESS-7 between the
DHCP server and client as you would expect with any conventional router unaware of DHCP leases. However,
after enabling filtering/anti-spoofing only traffic from clients with a valid DHCP-assigned IP address and the
associated MAC address was allowed and the test traffic from clients with spoofed MAC and/or IP addresses
was denied access.

The ‘dhcp persistence’ feature holds back in sending out snooped ACKs for DHCP requests until successfully
written to a file on the active and standby card with details of all DHCP leases learnt, if no standby card is present
i.e a failover condition then it assumes the DHCP client will re-transmit and thus the DHCP lease information will
be synchronised.

Tests were carried out with this option enabled & disabled. Only 2000 DHCP leases were tested with feature
enabled due to a limit on the Agilent test cards available at the time. The 8000 lease capability had been proven
in the previous test.

4.11VPLS L2 VPN Non- Stop Service using LDP

The test environment was configured to model 4094 VPLS services in total. This was distributed over two ports
with 3963 and 131 services on each port respectively. The VPLS service was configured using Interface-LDP as
the transport protocol and Targeted-LDP to distribute the VC labels dynamically and 802.1q VLAN tagging was
configured on the service access points. Test traffic was sent from the Ixia on 1000 VLAN tags using 1000
different MAC addresses. The test traffic was encapsulated with LDP headers by the 7450 ESS-7 VPLS PE. The
total rate was calculated as follows:

Packet size® = (60+8+14+4+8+12) bytes = 106 bytes

Required rate = Transmit medium rate (bps) / Packet size (bits)
10,000,000,000/ (106 x 8)

1,179,245 pps

Traffic was sent across the 1000 VPLS-transported VLANs and a switchover was carried out.
Expected Results:

A software or hardware induced SF/CPM switchover event would have no effect on the VPLS L2 VPN services.
Packet loss proportional to the switchover time is expected

Results:
Results showed a max packet loss of 9 i.e a 2 microsecond outage with a max latency of 12 milliseconds. All
VPLS services remained ACTIVE during the switchover.

The Alcatel 7450 switch architecture allows a maximum of 8192 queues per MDA per traffic direction. VPLS with
a default QoS configuration uses 2 ingress queues per service access point, one for unicast and one for
multicast, and one egress queue. Therefore 4K VPLS service access points per MDA could be configured as a
maximum.

After a switchover all dynamically learned MAC address entries were seen to be present and consequently all
traffic was forwarded in the unicast queue as opposed to the multicast queue indicating that the MAC learning
state was preserved (see screen shot below). (During the MAC-address learning when the traffic was started,
packets to previously unknown destinations are broadcast via the multicast queue.)

3 Min' Ethernet frame size without FCS + MPLS label stack + Outer Ethernet header + FCS + Preamble + Inter-Frame Gap (all in bytes)
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Figure 8 — VPLS Service screen captures
A:ESS-7# show service sdp

Services: Service Destination Points

Sdpld Adm MTU Opr MTU IP address Adm Opr Deliver Signal

1 0 9190  2.0.0.1 Up Up LDP TLDP
2 0 9190  2.0.0.2 Up Up LDP TLDP
7 0 9190  2.0.0.7 Up Up LDP TLDP
8 0 9190 2.0.0.8 Up Up LDP TLDP

Number of SDPs : 4

Note: The SDPs above are an abstraction for the transport tunnel (here: LDP) plus the signalling
session (always for VPLS: Targeted-LDP)

A:ESS-7# show router Idp session

LDP Sessions

Peer LDP Id Adj Type State Mesg Sent Mesg Recv Up Time
2.0.0.1:0 Both  Established 8427 8427 0d 02:52:46
2.0.0.2:.0 Both  Established 3796 3795 0d 02:26:32
2.0.0.7:0 Both  Established 3839 3835 0d 02:22:50
2.0.0.8:0 Both  Established 3661 3656 0d 02:20:51

No. of Sessions: 4

Note: Above are the LDP adjacencies. They are of ‘type both’ meaning they do both Interface-LDP to
exchange transport tunnel labels and Targeted-LDP to exchange the inner VC labels.

A:ESS-7# show service id 70001 fdb detail

Forwarding Database, Service 70001

Servid MAC Source-ldentifier  Type/Age Last Change

70001 00:00:00:00:11:00 sap:1/1/10:1 L/29  12/08/2005 04:16:53
70001 00:00:00:00:11:01 sap:1/1/10:1 L/29  12/08/2005 04:16:53
70001 00:00:00:00:11:02 sap:1/1/10:1 L/29  12/08/2005 04:16:53
70001 00:00:00:00:11:03 sap:1/1/10:1 L/29  12/08/2005 04:16:53
70001 00:00:00:00:11:04 sap:1/1/10:1 L/29  12/08/2005 04:16:53

(Display truncated)

70001 00:00:00:00:24:e3 sdp:1:70001 L/33  12/08/2005 04:18:27
70001 00:00:00:00:24:e4 sdp:1:70001 L/33  12/08/2005 04:18:27
70001 00:00:00:00:24:e5 sdp:1:70001 L/33  12/08/2005 04:18:27
70001 00:00:00:00:24:e6 sdp:1:70001 L/33  12/08/2005 04:18:27
70001 00:00:00:00:24:e7 sdp:1:70001 L/33  12/08/2005 04:18:27

No. of MAC Entries: 2000

4.12PWE3 L2 VPN (Epipe) Non- Stop Service

Test Description:

The objective of the test was to evaluate non-stop forwarding and non-stop service in the context of multiple
PWE3 L2 VPN services (Epipe Services).

The test environment was modified as shown below to allow 32K EPIPE services to be setup on the single 7450
ESS-7 under test. As peer routers terminating the far ends of the services, the two 7450 ESS-1 chassis available
were used for the first 8K of the 32K services. Due to a limit of 4096 services per ESS-1 chassis, additional links
were created to the yet higher-capacity 7750 SR-7/SR-12 chassis.
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DHCP Server

—12000 EPIPES

3926 EPIPES

Alcatel ESS-1 (BOTTOM)

—12000 EPIPES—{ ||— | E @l

Alcatel 7750 SR-7 IXIA

| 4074 EPIPES

Alcatel ESS-1 (TOP)

Alcatel 7450 ESS -7

Cisco 7609 Juniper M320
Video
Stream

Video Client

Video Server

Figure 9 — PWE3 L2 VPN (Epipe) Non-Stop Service

Traffic rates were configured in order to fully utilise the Gigabit Ethernet links used to carry the EPIPE tunnels
through the core (after VPN encapsulation overhead). A total rate of approximately 4.5 Mpps (4566919 pps) was
used bi-directionally across the EPIPE tunnels between the Ixia test ports.

Software/hardware induced switchover events were carried out and measurements recorded on packet loss to

calculate the service outage. In addition, logs were checked to ensure service, routing and MPLS signalling
availability.

Expected Results:

A software or hardware induced SF/CPM switchover event would have no effect on the PWE3 L2 VPN service
availability. Packet loss proportional to the switchover time is expected.

Results:
A worst case outage of 2 microseconds was seen with a max latency of 3.7 milliseconds.

In addition to the Epipe service traffic, video traffic continued to flow over a PPP session with no degradation in
quality.

Comments:

The test results confirmed that PWE3 L2 VPN Services (Epipe Services) was non-stop service enabled and
supported non-stop forwarding also for a very large-scale configuration.
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4.13Standby SF/CPM — Measurement of Boot Sequence and
Synchronisation Duration

Test Description:
When a second SF/CPM was inserted into the chassis the SF/CPM must complete the following boot and
synchronisation sequence,

1. Software boot.

2. Software internal initialisation.

3. Synchronization of running-configuration and dynamic operational state e.g. service information base,
routing protocol peerings/adjacencies and routing protocol information bases.

This test sought to quantify the duration of this sequence.

Expected Results:

The duration of the boot sequence including synchronisation would vary according to the configuration size.
However, the variation would be small in comparison to the total duration.

Results:

The table below shows the times taken for each task to be completed:

Task Time Duration
Time of card removal 22:36:13
Time card was re-inserted 22:36:45
according to wrist watch
Time standby card was detected | 22:37:25 S/W boot =40 s
Time standby card reported as | 22:38:07 S/W internal initialization =42 s
“In service”
Time standby card was fully 22:38:18 Sync time of running config, routing protocols etc
synchronized =11s
Total time taken for card to fully synchronise from a | 1 min 33 seconds
switchover
Comments:

Note that the system only afforded true high availability, from a control plane perspective, once the
synchronisation had completed. High availability is maintained unless a double failure of SF/CPMs occurs
within a two minute operational window.
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5 Conclusion

BT Exact witnessed the evaluation of the Alcatel 7450 Ethernet Service Switch Router (ESS-7) for
high-availability features. The tests proved the ESS-7 was a high performance device that was barely impacted
in forwarding packets, and offered Non-Stop Routing of IP/MPLS routing protocols and Non-Stop-Services for
advanced Ethernet services during failovers.

The capabilities that constitute high availability were demonstrated to significantly improve switchover times and
minimize or eliminate service interruption in the event of an active to standby SF/CPM switchover compared to
products that do not feature true hot-standby redundancy. The switchover times for software and hardware
induced simulated failure events, for all tested protocols and services were <1 us and <13 ms respectively.
Another significant statistic was the 1S-IS/OSPF additional convergence time for 14K prefixes while handling
either a hardware or software induced switchover event in <14 seconds. Configuration redundancy; Non-Stop
Forwarding (NSF); Non-Stop Routing (NSR) and Non-Stop Services were all tested with stretch conditions.

Some anomalies were seen in the test results for OSPF convergence in which case additional tests were carried
out using different test equipment and it was proved that these were due to test equipment limitations and not the
7450.

It should be noted that Alcatel’'s implementation of high availability did not depend on the use of IETF protocol
extensions, otherwise required for every supported protocol, that allow for control plane inactivity during a
switchover event. This was of significant benefit as it avoided the need to ensure interoperability between the
different vendor implementations and the overhead of having to re-advertise all advertisements once the
switchover has occurred. Alcatel’s implementation was a self-contained approach in every respect.

The Alcatel ESS-7450 demonstrated clear advantages in service protection over similar equipment that does not
have the non-stop routing/forwarding & non-stop services functionality built in.

BT Exact concludes that Alcatel’s high availability implementation represents the class leading and high
performance solution demanded by service providers and carriers for service/edge switch high availability.
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